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1. INTRODUCTION 

 

Knowell Technology Solutions understands that managers want to focus their attention on 

running the business.  This is why we offer a wide variety of services.  Our flagship service is 

the complete The Worry Free I.T. or Free Network Support PlanÊ.  This service takes care of 

the little printing problems as well as managing your vendors. Just dial one number 514-667-

0927 for all your IT problems. 

 

Knowell  « Our Service is Worry free or free  » 
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2. BUSINESS INFORMATION 

 

Contact Information 
» Doing Business As (DBA) & Legal Business Name(s) 

» Primary contact and email address 

» Name, contact info and email address of department heads: 

o       

o       

o       

o       

» Address(es) 

» Phone number(s) 

» Fax number 

» Web site addresses and other domain names (e.g. marketing purposes) 

Business Demographics 
» Vision and/or mission statement 

o What business metrics measure the achievement of these statements? 

» How many years in business 

» Industry 

» Number of locations 

» Number of employees/users (per location) 

o       

» Geographic coverage area 

» Other important information 
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3.  HUMAN RESSOURCES AND SUPPORT 

 

Payroll information 

How much do various positions earn?. List each position type and salary, below: 

» Position 1 

» Position 2 

» Position 3 

» Position 4 

» Position 5 

» Position 6 

» Position 7 

» Position 8 

» Position 9 

» Position 10 

Internal IT expenditure 
If any of the above positions are dedicated to internal IT support, list them again here with their salary, as 
well as what percentage (%) of their time is dedicated to IT support functions. 

o       

o       

Downtime and Productivity Costs 
 

. 

Total downtime costs:         

Total lost productivity:         

Total lost revenues:         

Total lack of optimization costs:        

  



Financial and Spending Information 
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4. FINANCIAL AND SPENDING INFORMATION 

 

How much does the customer currently spend on outsourced IT support services annually? This includes 
preventative service, emergency support, projects, etc. The table below should produce a number equal 
to or less than this overall number. 

»       

Briefly describe what type of services they are receiving for this expenditure, and the arrangements they 
have with their existing service providers. 

»       

Technology Budget and Spending 
Annual revenue (if applicable)            Annual growth     % 

Annual operating budget            Annual growth     % 

Technology training and education for employees       

Annual spending on user support or helpdesk services       

Technology Asset Spending Table 

 

 Annual Asset 
Cost 

Annual Warranty 
Agreements 
Cost 

Annual 
Maintenance 
and/or Licensing 
Agreement Cost 

Annual 
Outsourced 
Support Sost 

Servers                         

Desktops and laptops                         

Network devices                         

Security devices                         

Business applications                         

User-level software applications                         

Antivirus and security software licensing                         

Printers                         

Printing supplies                         

Internet services                         

Other subscription services                         

Telephone and wireless                         

TOTAL ANNUAL COST                         

 

5. BUSINESS SERVICES 

 



Business Services 
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Business Services 
 

1.        

» Get a quote from the executive responsible for this business function describing why it is 
important to them. 

o       

» Is this service or function dependant on IT? 

o       

o       

o       

» Is this service external customer facing?  Do you have internal customers who leverage these 
services?  How? 

o       

» What happens when this service is unavailable? 

o       

» Are plans underway or currently in place to improve or optimize service delivery? 

o       

» What risks are faced in delivering this service?  Are there any external threats that need to be 
considered? 

o       

» Actionable findings? 

o       

o       

o       



Business Services 
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2.       

» Get a quote from the executive responsible for this business function describing why it is 
important to them. 

o       

» Is this service or function dependant on IT? 

o       

o       

o       

» Is this service external customer facing?  Do you have internal customers who leverage these 
services?  How? 

o       

» What happens when this service is unavailable? 

o       

» Are plans underway or currently in place to improve or optimize service delivery? 

o       

» What risks are faced in delivering this service?  Are there any external threats that need to be 
considered? 

o       

» Actionable findings? 

o       

o       

o       

3.       

» Get a quote from the executive responsible for this business function describing why it is 
important to them. 

o       

» Is this service or function dependant on IT? 

o       

o       

o       

» Is this service external customer facing?  Do you have internal customers who leverage these 
services?  How? 

o       

» What happens when this service is unavailable? 

o        

» Are plans underway or currently in place to improve or optimize service delivery? 

o       



Business Services 

 

                                    Knowell Technology Solutions  
3549 rue Jean-Talon E., Montréal, Québec H2A1X3 

 Emaill: Support@Knowell.ca, Tel: (514) 667-0927, Fax: (514) 373-7860 

 

9/23 

» What risks are faced in delivering this service?  Are there any external threats that need to be 
considered? 

o       

» Actionable findings? 

o       

o       

o       

4.       

» Get a quote from the executive responsible for this business function describing why it is 
important to them. 

o       

» Is this service or function dependant on IT? 

o       

o       

o       

» Is this service external customer facing?  Do you have internal customers who leverage these 
services?  How? 

o       

» What happens when this service is unavailable? 

o       

» Are plans underway or currently in place to improve or optimize service delivery? 

o       

» What risks are faced in delivering this service?  Are there any external threats that need to be 
considered? 

o       

» Actionable findings? 

o       

o       

o       

5.       

» Get a quote from the executive responsible for this business function describing why it is 
important to them. 

o       

» Is this service or function dependant on IT? 

o       

o       

o       



Business Services 
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» Is this service external customer facing?  Do you have internal customers who leverage these 
services?  How? 

o       

» What happens when this service is unavailable? 

o       

» Are plans underway or currently in place to improve or optimize service delivery? 

o       

» What risks are faced in delivering this service?  Are there any external threats that need to be 
considered? 

o       

» Actionable findings? 

o       

o       

o       

6.       

» Get a quote from the executive responsible for this business function describing why it is 
important to them. 

o       

» Is this service or function dependant on IT? 

o       

o       

o       

» Is this service external customer facing?  Do you have internal customers who leverage these 
services?  How? 

o       

» What happens when this service is unavailable? 

o       

» Are plans underway or currently in place to improve or optimize service delivery? 

o       

» What risks are faced in delivering this service?  Are there any external threats that need to be 
considered? 

o       

» Actionable findings? 

o       

o       

o       



Business Services 
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7.       

» Get a quote from the executive responsible for this business function describing why it is 
important to them. 

o       

» Is this service or function dependant on IT? 

o       

o       

o       

» Is this service external customer facing?  Do you have internal customers who leverage these 
services?  How? 

o       

» What happens when this service is unavailable? 

o        

» Are plans underway or currently in place to improve or optimize service delivery? 

o       

» What risks are faced in delivering this service?  Are there any external threats that need to be 
considered? 

o       

» Actionable findings? 

o       

o       

o       
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6. TECHNOLOGY ASSESSMENT 

 

Business Applications 
 Yes No Unsure N/A 

1. What primary business application software is used within the business?   

1.1 Are these applications current? 
    

o       

o       

o       

o       

2. How much is spent annually on purchasing business application software?        

3. Are maintenance and support agreements in place for business application 
software?  If so, when do they expire? 

    

o        

4. How much is spent annually on support agreements with business application 
software vendors?       

 

5. Who provides support for these custom or legacy applications?        

6. Is there a dollar cost associated per hour/day of downtime if the applications are 
unavailable?        This may be generated with the downtime calculator. 

    

7. Are there any business processes that the current applications do not address? 
      

    

8. Does the prospect deal directly with the vendor regarding support issues?  If so, 
would they prefer not to deal directly with the vendor?       

    

9. What potential is there for the development of a solution specifically to address 
problem business processes?       

    

10. Are all the applications documented?           

10.1. Is the documentation kept in an appropriate location with off-site copies? 
      

    

Actionable Findings  

o       

o       

o       

  



Network Infrastructure 
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7. NETWORK INFRASTRUCTURE 

 

 
 Yes No Unsure N/A 

1. How are computers connected to one another? 

o Describe (peer-to-peer, client/server?) 

2. Is there adequate speed on the network today?            

3. How much is spent monthly on corporate internet service?           

4. Do users complain of network slowness during business hours?           

5. If growth within the organization is planned, will there be enough speed to 
accommodate future growth?       

    

6. Are there any known issues (operational or support) issues regarding the 
network infrastructure?       

    

7. Who typically resolves these issues?     

o Internal staff           

o external contractors           

o service providers           

8. How many remote sites connect back to the main office?           

9. Does a network diagram exist?           

o If not, create one (using Microsoft
® 

Visio (commercial) or Dia, OpenOffice Draw, Inkscape (open source)) 
including physical network topology, number of servers, desktops, other network equipment and types 

Actionable Findings  

o       

o       

o       

 

  



Hardware Server Clients, Remote Clients 
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8. HARDWARE SERVER CLIENTS, REMOTE CLIENTS 

 

 
 Yes No Unsure N/A 

1. Does a hardware inventory exist?  Can it be verified for accuracy?           

2. Any current issues?     

o Describe ...  

3. Does an asset registry (CPU & type, hard drive & type, memory) exist for servers? 
      

    

4. Are servers labeled with appropriate asset tags (attached, date, serial numbers, 
etc.)?       

    

5. How much is spent annually on IT hardware assets?        

6. Is hardware under warranty or a maintenance program?           

7. Are the terms of both warranties and service contracts known?           

8. When do the maintenance agreements expire?  

o Describe ...  

9. Who is responsible for maintaining the contracts?           

10. How much is spent annually on technology hardware warranties?        

11. Is future growth, changes or major expansion planned or pending (new office, 
remote office)?       

    

12. Do any employees have a need to work from a remote location?           

13. How much is spent annually on remote connectivity, such as VPNs, dedicated 
internet connections, etc?       

    

Actionable Findings  

o       

o       

o       

 

  



Software- OS, Applications, Licensing 
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9. SOFTWARE- OS, APPLICATIONS, LICENSING 

 

 
 Yes No Unsure N/A 

1. Does a software licensing inventory exist?  Can it be verified for accuracy?           

2. How much is spent annually on software licensing?  Detail it by application. 
      

 

3. What operating systems are currently in use on desktops and servers? 
      

 

4. How much is spent annually on operating system software?        

5. Is there a desktop environment standard for applications?           

6. Are any specific types of applications banned (e.g., games, file sharing)?     

o Describe ... 

7. Is all software properly installed properly licensed and accounted for?           

8. Is critical data being stored locally or on server?           

9. Is email stored locally?  If not, where is it stored?           

o Describe ...  

Actionable Findings  

o       

o       

o       

 

  



Security - Data 
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10. SECURITY - DATA 

 

 
 Yes No Unsure N/A 

1. Do written security policies exist?           

2. What corporation information exists on devices that would be crippling the 
prospectôs business if the asset were lost or stolen? 

 

o Describe ...  

3. Are all critical technology assets safe from unauthorized contact (e.g. terminated 
employees)?       

    

4. What information on portable devices would be detrimental to the organization if 
lost?  How are assets protected from intellectual property or data theft? 

 

o Describe ...  

5. Are users trained to protect passwords?           

6. Are end-users trained on safe downloading of files?           

7. Is anti-virus software presently installed and up to date?           

8. What recent issues or concerns exist concerning viral (worms, Trojans, etc.) 
outbreaks? 

 

o Describe ...  

Security ɀ Physical 
 Yes No Unsure N/A 

1. What physical security is in place and activity recorded?     

o Describe ...  

2. Are servers, data and backups safe from casual contact (e.g., visitors)?     

o Describe ...  

3. Are lockdown devices used for laptops?           

Security ɀ Documents 
 Yes No Unsure N/A 

1. Are critical papers shredded and disposed?           

2. Are critical documents electronically stored on the network?           

Actionable Findings  

o       

o       



Security Risk Assessment 
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11. SECURITY RISK ASSESSMENT 

 

Security Risk Assessment Results 

 

Security Threats and Exposure 

Threat Name and Cause 
Affected Assets or 
Functions 

Quantity of 
Exposed 
items 

Annual 
Likelihood 

Severity 

Damage 
and Loss 
from 
Incident 

Annual 
Risk-Cost 

                     %       $         $         

                     %       $         $         

                     %       $         $         

                     %       $         $         

                     %       $         $         

                     %       $         $         

                     %       $         $         

                     %       $         $         

                     %       $         $         

                     %       $         $         

                     %       $         $         

                     %       $         $         

TOTALS          $         $         

 

 

  



Wireless 
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12. WIRELESS 

 

 Yes No Unsure N/A 

1. Does a wireless network exist?  If so, does it meet business requirements?  
      

    

2. If no, are there planes to implement it in the future?           

3. What security practices are documented and in place for the wireless network 
(encryption, MAC address filtering, SSID broadcast, etc.)?       

 

o        

4. Is it accessible to the public or is guest access configured?           

4.1. Is it secured?  If so, in what manner is it secured (encryption, MAC address 
filtering, etc.)?       

    

Actionable Findings  

o       

o       

o       

 

  



Data Storage and Backup 
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13. DATA STORAGE AND BACKUP 

 

 Yes No Unsure N/A 

1. Do you have a documented backup process?           

2. Is this due to legislative or regulatory compliance?           

3. Is sensitive corporate data backed up regularly?           

3.1. What files are backed up?  

o Describe ...  

4. What frequency is the data backed up and where are storage media stored?  

o Describe ...  

5. Who is responsible for managing and executing the data backup and/or disaster 
recovery processes currently?       

 

 

6. If its management is outsourced, how much is being spent on it annually?        

7. Has the restore function been tested with current versions of backed up data? 
      

    

8. Where is sensitive corporate data stored?  Onsite or offsite?       Onsite  Offsite  

9. Who has access to this data?  

o Describe ...  

10. How long is information backed up?  

o Describe ...  

11. How is data located on workstations protected?  

o Describe ...  

Actionable Findings  

o       

o       

o       

 

  



Connectivity, Internet Use 
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14. CONNECTIVITY, INTERNET USE 

 

 
 Yes No Unsure N/A 

1. Who currently provides Internet connectivity?      

o Describe ...  

2. Is a written Internet usage policy in place and have all employees have been 
trained on it?       

    

3. Is Internet use by users monitored?            

4. Are there any sites or activities related to the Internet that should be blocked? 
      

    

5. Has the legal liability of not controlling Internet access been considered?           

6. Are instant messaging programs in use?            

6.1. If so, for what purposes is it used?  

o Describe ...  

7. How long should e-mail be retained?           

Actionable Findings  

o       

o       

o       

 

  



Printing 
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15. PRINTING 

 

 Yes No Unsure N/A 

1. Are the number and location of printers appropriate for number of users and 
workload?       

    

2. How many printers are connected to the customerôs network?  Details? 

o       

o       

3. Are there centralized printers on the network that multiple users share?  How 
many and what models? 

o       

o       

    

4. How many users have deskside printers connected directly to their computers? 
      

    

5. How much is spent annually on purchasing new printers?           

6. How much is spent annually on purchasing printing supplies such as toner? 
      

    

7. How much is spent annually on printer maintenance and support services? 
      

    

8. Is there a formal contract in place to manage the customerôs print solution? 
Details?       

    

Actionable Findings  

o       

o       

o       

Fax 
 Yes No Unsure N/A 

1. Are the Fax resources adequate for current/planned workloads?           

2. Are network based Fax solutions properly implemented?           

3. Are network Fax tools properly used at the client level?           

4. Are Faxes reviewed prior to printing by end users?           

5. How are error messages currently handled?           

Actionable Findings  

o       

o       

o       

 

 



Remote Access 
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16. REMOTE ACCESS 

 
 Yes No Unsure N/A 

1. Do employees require remote access to company resources from home or 
outside the office? If so, what specific resources do they need access to? 

    

o Describe ... o  o  o  o  

2. What would the overall impact be to the company and productivity be if remote 
access was provided? 

    

o Describe ...     

3. Who is responsible for the ongoing maintenance and security of remote access 
infrastructure? 

    

o Describe ...     

Actionable Findings  

o       

o       

o       

 

Training and Human Resources 
 Yes No Unsure N/A 

1. Are employees trained on in house applications and technology?             

2. If so, how is ongoing technology training performed?     

o Describe ...     

3. What is the process for assimilating new employees?        

4. What is the process for locking out and removing terminated employees?           

Actionable Findings  

o       

o       

o       

 

  



Support and Contact 
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17. SUPPORT AND CONTACT 

 

Knowell Technology Solutionsõ professionals are certified by Microsoft and Citrix as networking 

products specialists.  For more information about documentation and setup you can reach us at 514-

667-0927 or by email at support@knowell.ca.  Thanks for using our services.. 

 

                                

 

mailto:support@knowell.ca

